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ISO UPUTA 7.5/02-39 Kreiranje i podeSavanje mail ac count-a
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Korisni €ko uputstvo za
kreiranje i podeSavanje Secure (SSL) Email Account a
email server zimbra.internet.ba

1. Upute za podeSavanje Secure (SSL) email account-
2. Kreiranje SSL IMAP klijenta

3. Kreiranje novog SSL email accounta (Microsoft Of
4. Kreiranje novog SSL email accounta (Microsoft Of

a

fice Outlook 2010)
fice Outlook 2013)
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Uvod

Postovani, da bi svojim klijentima omogucila sigurnu i pouzdanu mail korespodenciju firma QSS je
uvela certifikat za svoje mail servere. Certifikati omogucuju sigurnu mail komunikaciju sa potvredenim
identitetom poSiljaoca maila. Potvrda identiteta znaci da mail dolazi od provjerenog korisnika i da ne
spada u spam, ¢ime je omoguéen nesmetan prolaz maila kroz anti-spam filtere. Takode, mail
komunikacija je enkriptovana ¢ime je zagarantovana i tajnost vasih podataka.

Ukoliko Zelite koristiti ovu uslugu potrebno je napraviti izmjene na ve¢ postojecem accountu ili kreirati
novi account u mail klijentu. 1zmjene se odnose na INCOMING i OUTGOING mail server kao i
portove POP3, SMTP i IMAP protokola.

Opste informacije
Mail server podrzava sve standardne portove kao i SSL portove.

Standardni portovi : SSL portovi :

POP3: 110 POP3 SSL: 995
SMTP: 25li 587 * SMTP SSL: 465
IMAP: 143 IMAP SSL: 993

* Kako vecina ISP providera na odredenim internet paketima (poznati kao ADSL ili sli€¢ni home paketi)
ima restrikciju (zabranu) standard SMTP porta 25 morate koristiti alternativni standard port 587.

Preporu €ena konfiguracija email accounta na mail klijentu jeste Secure SSL .

Kako ispravno funkcionisanje emaila isklju€ivo zavisi od postavki/konfiguracije vase mreze, vasSeg
Firewalla, vaSeg ISP providera morate i vi prilagoditi postavke email accounta gore navedenim
konfiguracijama.

Ukoliko neka od gore navedenih konfiguracija ne podrzava (zabranjeni su na Firewallu ili ISP
provideru) neki od navedenih portova (ili standard ili SSL) morate i vi podesiti vaS email account sa
onim portovima koji su dopusteni na vasem Firewallu ili kod vaSeg ISP providera.

Ukoliko se nalazite van ureda odnosno negdje na sluzenom putu (druge kompanije, hoteli, aerodromi,
public mjesta, itd) moZe se desiti da ta “domacin” mreZa nece dopustiti slanje ili primanje emaila kroz
tu infrastrukturu jer su zabranjeni neki od navedenih portova ili je zabranjeno saobrac¢anje mailova koji
ne koriste postavke njihovih mail servera/relay-a.

U tim sluCajevima vam je dostupna opcija webmail https://zimbra.internet.ba koja nece biti pogodena
zabranamal/restrikcijama takvih mjesta.

1. Upute za podeSavanje Secure (SSL) Email Account- a
Osnovni podaci

Incoming Mail Server: POP3/IMAP

Incoming Mail (POP3): zimbra.internet.ba
Outgoing Mail (SMTP): zimbra.internet.ba

Ukljuciti opciju "My Server requires Authentication".

Prilikom podaSavanja Email Account-a obavezno u polje «User name (Account name)» upisati
kompletnu email adresu (pogledati slike 1-7 ), upute za kreiranje novog mail accounta.
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Webmail

Imate moguénost webmail-a koji se nalazi na adresi https://zimbra.internet.ba
Prijavite se sa svojom mail adresom i Password-om i moZete pogledati (obrisati, poslati, promijeniti
password, forward mailova itd) direktno na mail Serveru bez da ih povlacite na Va$ racunar.

PodeSavanja opcija mail accounta putem webmail-a

Odete na https://zimbra.internet.ba prijavite se sa svojim podacima (mail adresa+password)

Nakon logina na webmail odaberite ,Preferences” te sa lijevog menija odaberite opciju koju Zelite da
pode3avate.

Pod ,Preferences” imate razne mogucnosti podeSavanja izgleda, funkcionalnosti, filtera webmaila, itd.
Nakon izmjena pritisnuti ,Save”

Nakon izmjena password-a putem webmaila obavezno je unijeti novi password u konfiguraciji
Outlook-a odnosno Email klijenta.
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2. Kreiranje IMAP Klijenta:

Iz menija TOOLS izabrati opciju ACCOUNTS i na dugmetu ADD izabrati MAIL:

internet Accounts E|E|

(4| Mal [News | Directory Service | I [ add ]|

: Aot Tywpe Conrecton I Bemove ]
vas account rrail [defaudt] Any Sovailable -

| I Propertiss I

[ Impoat ]

l Export. j
l, Close

U narednim koracima upisati ime i e-mail adresu. U prozoru koji se pojavljuje nakon unosa imena i
mail adrese naznaciti mail server (zimbra.internet.ba ) i izabrati protokol koji ¢e se koristiti za
manipulaciju mailom (u ovom slu¢aju IMAP):
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Internet Connection Wizard

E-mail Server Hames

My incoming mail gerver iz a

Incorming mail [POP3, IMAP or HTTF] server:
| zimbra.internet.ba .

An SMTF server iz the server that iz used far pour outgoing e-mail.

Outgoing mail [SMTP] zerver:

| zimbra.internet.ba |

¢ Back “ Mext »

] [ Cancel

U prozoru Internet Mail Logon kao Account name upisati punu mail adresu a u polje password

unijeti Sifru za nazna€eni account:

Internet Connection Wizard

Internet Mail Logon

Type the account name and password your Internet service provider has given vou,

Account name; [ime@domena, ba |

Fazzword: |sssssssassns |

Remember pazzword

If wour Internet service provider requires vou to uze Secure Paszword Authentication
[SPA] to acceszs vaur mail account, select the 'Log On Using Secure Pazsward
Authentication [SPA] check box

[]Log on using Secure Passward Authentication [SPA)

< Back ”_ Heust » ]l Cancel
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Nakon zavrSetka kreiranja accounta isti se pojavi u listi accounta. Izabrati account i kliknuti na
PROPERTIES. Nakon 5to se otvorio prozor PROPERTIES izabrati karticu SERVERS i ukljugiti opciju

My server requires authentication

qq Properties

| General| Servers | Connection | Security | Advanced | IMAP
Server Information
My incoming mail server iz a IMAP sErver
Incaming mail [IM&PE | zimbra.internet.ba
Outgoing mal [SMTPE | zimbra.internet.ba
Incoming Mail Server
Account name: .we@dm_ena.ba

Eas:smrd LTI T T LT ]
Remember password
[] Lag on using Secure Password Authentication

Qutgoing Mail Server

_-,! sefver requires autherfication Settings. ..

[ ok ][ cancel |[ ook |

Na kartici ADVANCED promijeniti portove za Incoming mail (IMAP) i Outgoing mail (SMTP) i za

oba servera ukljugiti secure connection (SSL).
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*= qq Properties

General | Servers | Connection Securit_l,.l-i Advanced | |Map

Server Port Mumbers -

Qutgoing mail [SMTP]: !4_554_! Usze Defaulks

Thiz semver reguires a secure connection [S5L0]
Incoming mail (kAP !EIEIS !

Thiz server requires a secure connection [55L0]

Server Timeouts

Short = Long 1 minute
Sending -
[ Break apart meszages larger than . -i KB
[ k. l [ Cancel ] [ Apply ]

Primjeniti i spasiti promjene klikom na APPLY i OK dugmad. Zatvoriti mail klijent ponovo ga otvoriti i
testirati prijem i slanje poste.

Nakon podeSavanja zatvorite mail klijent i ponovno ga pokrenite i provjerite ispravnost i
funkcionalnost maila.
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3. Kreiranje novog mail accounta (Microsoft Office Outlook 2010)

Iz menija izabrati ,File" pa zatim opciju "Add Account"

; ‘ ® @ B |- Inbox - : - Mici
Home 5end / Receive Folder View
Account Information
y | £ h

gp Add Account
Open

T . Account Settings
La‘[” Madify settings for this account, and configure
Help e additional connections.

Account
2] Options Settings -

S w
[ Exit r : \

Automatic Replies (Out of Office)

‘ﬁEI Use automatic replies to notify others that you are out of office, on
vacation, or not available to respond to e-mail messages.

Access this account on the web. |

Automatic
Replies

kreiranje 2010-1
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Na TAB-u (kartici) ,Add New Account” izaberemo ,Manually configure server settings or additional
server types”, pritisnemo ,Next"

Fa 4
Add New Account @

-

Auto Account Setup
Connect to other server types.

(") E-mail Account

() Text Messaging (SMS)

@ Manually configure server settings or additional server types

< Badk Mext = ] [ Cancel

kreiranje 2010-2
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Odaberemo opciju ,Internet E-mail” (Connect to POP or IMAP,...)

Add New Account ﬁ

[ —

Choose Service

Connect to POP or IMAP server to send and receive e-mail messages.
) Microsoft Exchange or compatible service

Connect and access e-mail messages, calendar, contacts, faxes and voice mail messages. i
() Text Messaging (SMS)

Connect to a mobile messaging service.
() Other

Connect to a server type shown below,

Fax Mail Transport

< Back ][ Mext = ][ Cancel

kreiranje 2010-3
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Na Internet E-mail Settings prozoru popunjavamo osnovne informacije o korisniku: ime prezime,

email adresa.

Incoming (POP3) i Outgoing (SMTP) mail server je zimbra.internet.ba

Za Username stavljamo kompletnu email adresu

Nakon popunjavanja osnovnih i pristupnih informacija kliknemo na ,More Settings"

Add New Account

[ —

User Information
Your Name:

E-mail Address:
Server Information
i| Account Type:
Incoming mail server:

Logon Information

Liser Mame:

Paszword:

—_

Internet E-mail Settings
Each of these settings are required to get your e-mai account working.

Your Namse

yourname Eyourdomain. com

POP3 =

zimbra.internet.ba

Quigaing mad server (SMTF): | zimbra.internet.ba

yourmame Eyourdomain. com

[ Remember password

|| Reguire logon usng Secure Password Authentication (SPA)

krei_r-anje 2010-4

Test Account Settings

After filing out the information on this screen, we
recommend you test your account by dicking the button
below. (Requires network connection) |

| Test Account Settngs ... |

Deliver new messages to:

8 Neyw Oublook Data File
Existing Cutlook Data Fie
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Nakon popunjavanja osnovnih i pristupnih informacija kliknemo na ,More Settings"
Na Tab-u ,,Outgoing Server” uklju €iti opciju ,My outgoing server (SMTP) requires authentication® i
izabrati prvu opciju ,Use same settings as my incoming mail server”

- Chatfot Today - Mecrpsodt (hatiopt
" Ternd i Mocehie Poldes Wiew

) \ i T = E e

N [ el * Bt . vy N |
e - ){ T P LR Bt 35 Tewm E.mail v g el ey : "F L4 e
Biew New Igdels i y ¥ ] A 3 berw  Hisled Fande g Ui Elegotae Fe
Bl Bimis |y Nk = 4 Vasy - ] i Criit Rew = T i ract i
e S e - Lave Top |

Asd Bew Account = t
Entermet E-mabl Settings -
Each ol Baese 221000 Bre feured B0 0t i &Rl S00out madir], : Internet £-masl Settings. ﬁ
General | Duigong Server | Coneanon | Advanced
Arver Brdurmation Test Account Settgs (Lt e
o by ottt vrs (ST paur e aothent Brabee

Yiouw Hame! Yo Mame :'f“" hl‘:;r:“";:“m MI:: "Em‘: ' @ Use Save Se TG i Py R0 el S

ol Achrese: [PAPTE S —— bk, (Reguires network conrection) Log on usng

Sepver Inorma o —_—— -

Ty = | Acreunt-SeMogm. 1
T . Teat Acromrl Seltrgm by deiar Bu facut fation Revrawrbey passwsrs
sl s
ncoming el eneer zimbra.internet.ba S = R Seais Pamwwond Sulhesyioasen (54
Outgoing mal server BMTFE Zimbra.internet.ba
9 Nerws Dok Disss Fie Log 00 by ncoming mad senver bedore sending mal

Cagwn telormation it Chuthosk (it e

Ly N e B prer doear o

Pasmaped: s

+ Rmecber passeard
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<o [ mews | | o ==
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kreiranje 2010-5



Uputabr.7.5/02 - 39

Datum - 01.02.2015

Na tab-u Advanced u polje Incoming (POP3) upisati: 995,
ukljuciti opciju ,This server requires an encrypted connection (SSL)“

U Outgoing server (SMTP) upisati 465.

i pod ,Use the following type of encrypted connection“ odabrati ,SSL".

Zatim OK
- Ohatick Todsy - Wierosoh Duslock
Lufile,

W= g L B ! MR Y N find
_‘l,.. :j B ?(' i L ¥ ¥ 5 Team s o i | ‘r LiJ A
{':: :'::', & doric - s '. Ko i # Creile Wew i - — e T
it Gt ! AT 4 L R \
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Each il B s Vgs A rraueed 1B ge] i ol sl g Iriemet E-mad Setizngs [}
Uner Infarmatsn Trst Aacount Setimgs S
e e ey Mg ful e edormaton o Te L0080, me SRR
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Klikom na Finish zavrSavamo radnju kreiranja Email accounta.

Md MNew Account

.

L

Congratulations!

You have successfully entered all the information required to setup your account.

To dose the wizard, dick Finish,

Add another account...

T

I

< Badk | Finish |

kreiranje 2010 7

Nakon podeSavanja zatvorite Microsoft Outlooka i ponovno ga pokrenite i provjerite ispravnost i

funkcionalnost maila.
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4. Kreiranje novog mail accounta (Microsoft Office Outlook 2013)

Pokrenete Outlook 2013, odete na File meni.

Odaberete Add Account.

dk Add Account




Odaberite Manual setup or additional server types i pritisnite Next.

@ Manual setup or additional server types

Odaberite POP or IMAP i pritisnite
Next.

@ POP or IMAP
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Na Internet E-mail Settings prozoru popunjavamo osnovne informacije o korisniku: ime prezime,
email adresa.

Incoming (POP3) i Outgoing (SMTP) mail server je zimbra.internet.ba

Za Username stavljamo kompletnu email adresu

Nakon popunjavanja osnovnih i pristupnih informacija kliknemo na ,More Settings*”

Your Mame: | Wade ime i prezime

Email Address:

| arminEnss.ba

Server Information

Accaunt Type: [ POP3

SzcomipoimaiBEnEE | zirnbra.internet ba

Outgoing mail server (SMTP): | zimbra.internet ba

Logon Information

User Mame: |armin@qss.ba

Password: |*mm*

Remember password

More Settings ...

Otvorite TAB Outgoing Server i uklju€ite checkbox polje My outgoing server (SMTP) requires
authentication | uklju€ena prva opcija Use same settings as my incoming mail server.

Cutgoing Server

El My outgoing server [SMTF) requ-'fres authentication
@ Use same settings as my incomtng mail server
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Na tab-u Advanced u polje Incoming (POP3) upisati: 995,

ukljuciti opciju ,This server requires an encrypted connection (SSL)*
U Outgoing server (SMTP) upisati 465.

i pod ,Use the following type of encrypted connection“ odabrati ,SSL".

Zatim OK

.

¥ Internet E-mail Settings

| General I Qutgoing Seru'er| Advanced |

Server Port Mumbers

Incoming server (POP3): 995 Use Defaults |

Ia__{EThis server requires an encrypted connection {550}

Qutgoing server (SMTF): | 465
Use the following type of encrypted connection; | 550 EI

Server Timeouts
Short '} Long 1 minute

Delivery

[ | Remave fram server after £l days

[7] Remove from server when deleted from 'Deleted Items’

[ OK ] I Cancel

Klikom na Finish zavrSavamo radnju kreiranja Email accounta kao POP3 email account.
Za kreiranje IMAP accounta koristite IMAP SSL portove navedene na pocetku ovoga dokumenta.

Nakon podeSavanja zatvorite Microsoft Outlooka i ponovno ga pokrenite i provjerite ispravnost i
funkcionalnost maila

Vas$ QSS hosting Team
mail: support@agss.ba
https://support.gss.ba




